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Features overview PANDORA

e Network and commmunications e Dashboards & reporting

e Servers and infrastructure e |IT Automation

e User experience e SAP monitoring

e Application performance e Z-Series monitoring (Mainframe)
e Log collection e Business process monitoring

e Service level e High scalability and centralization
e Cloud e Monitoring for MSP’s

e Inventory and CMDB e |oT projects

e Network Configuration Management e OEM and custom integrations

e Remote control
e |TSM and Service desk



What is Pandora FMS? PANDORA

Pandora FMS is an all-in-one
package offering modern and
flexible IT monitoring, replacing
the need for multiple siloed
solutions, difficult-to-integrate,
and more costly monitoring
systems.



Who uses Pandora FMS? (2) PANDORAF VIS
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Developed by ArticaPFMS, a Spanish company founded in 2005,
with customers in more than 50 countries. Companies of all
sectors and sizes use Pandora FMS for their IT operation.



Server & Network (2) PANDORAF VIS

Measure -
Control -
Correct & Improve -

Business

Business process *
KPIs -

User Experience - Apps

Outsourcing -
Silos.
Cloud-

Infrastructure




Who uses Pandora FMS? (2) PANDORAF VIS

Know what matters, leaving aside
technical details: imagine having a
scorecard in real time that really
interests those responsible.
Imagine being able to map all

o your services on a single screen.

e IT and communications
Management

Applications Projects

Customer service

Third party agreement services



Why Pandora FMS? () PANDORAF VS

¢ Unified monitoring: While other
manufacturers provide features in
separate products, we have included
them in a single license. Pandora FMS is
a TRUE all-in-one monitoring software.

® Go to root cause: Waterfall of errors?
Even storms? Use our service topology
to see hidden intermediate events and
go to the root cause directly.

® Smart monitoring: dynamic thresholds,
autodiscovery, smart templates, auto-
provisioning... Make your life easier.



Why Pandora FMS?

Pandora FMS makes it possible to
optimize your IT and save money.

“F" comes from flexibility. We can adapt
to your organization.

Pandora FMS has a better TCO. Even
from the first year.

Custom support level: From standard to
monitoring as a service with remote
operation if you need.

Superior scalability: From hundreds to
thousands of devices in a single setup
installation.

It can be installed on-premise or in the
cloud as Saas.
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Network Monitoring

Using network servers or
distributed servers ,(Satellite
servers) Pandora FMS can gather
information from remote
equipment, servers, applications
and other connected devices. This
kind of monitoring is very easy to
deploy, you have quick responses
and Pandora FMS is very scalable,
that means you can monitor
thousands of devices in minutes.

(2 PANDORAF VIS

No need to install

anything

Centralized

management

Custom monitoring

is possible with

custom remote

plugins

Quick deploy

and instant

results



Network Devices () PANDORAFMS

Moritoring / SM

it From SNMP to WMI, custom

o w0 remote probes of all kinds.
Advanced SNMP polling for IPv4
and IPv6, layer-link detection on
5 G switches, network latency,
packet loss, interface usage, etc.
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Network Monitoring

SNMP Trap Collection & Alerting (2) PANDORAF VIS

SNMP CONSOLE » ALERT OVERVIEW

> Alert SNMP control filter

® Instantly detect any interface s
drop, CPU overload, or when a
UPS changes state.

e Multithread trap parser and trap
filtering and forwarding.

® Capture of dynamic variables in -
complex traps. e >




Network Monitoring

Autodiscovery

Find out new elements in your
network automatically and start
monitoring them with our self-
supply system. Add your own
discovery or high availability
scheme massively in your
machines through a CSV.

(2 PANDORAF VIS
Overall Progress Scanning network 192.168.80.0/24
%
Summary

Hosts discovered ]

Alive 61

Not alive 159

Responding SNMP (o]

Responding WMI Q



Network Mapping
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Network Monitoring

Routing path Monitoring (2) PANDORAF VIS
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Network Analyzer

Real time analysis of
Netflow/SFlow/JFlow data Top-N
reports, and custom throughput
and network usage reports.
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Network Monitoring

Satellite Servers () PANDORAF VIS

Satellites can discover and monitor

network devices, Linux and Windows — ® Cloud
without using agents. They can work Client

“offline” and after a complex network Networ

topology, as customer offices, ® —

roaming networks, etc.

g,
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- Remote site -— . . ¢
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n Satellite is a tool used when Pandora FMS has
no visibility of the networks to be monitored. .



IPAM (IP Address Management) (2) PANDORAF VIS

NETWORK 2 B e E X N - & a B & &
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monitoring, integration with -
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Network Monitoring

Cluster Monitoring

Monitor any kind of Cluster

Cluster list / Cluster detafls

CLUSTER DETAILS » CLUSTER ()
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Other Networking Features () PANDORAF VIS

e Integrated SSH / Telnet console to
access devices.

* Remote command execution from
console.

® Customized remote checks on demand
for operators.

e Integrated MIB Explorer, with custom
MIB loading.

e Smart thresholds that learn
themselves from the network.

e Collect all SYSLOG network devices.

* Real time SNMP graphs.
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SERVER Infrastructure Monitoring ’

Agent Architecture /5 PANDORAF IS

Software agents allow to get low-level
metrics from servers, applications and
core elements of infrastructure.
Information obtained from agents is
usually much more detailed and
software agents have infinite
possibilities to gather key information.
Pandora FMS agents are very powerful.

XML

XML

XML

dora'Server




e Support native Windows (all range from
NT4), Linux (Redhat, Centos, Debian,
Ubuntu), BSD, Solaris, AIX and z/OS.

OS Monitoring (2) PANDORAF VIS
e Get CPU, Disk, licensing, process

internals, application parameters and

status. -
® Custom-made plugins are easy to create .

and deploy. .-
® 100% centralized, GUl management.

® No command line / shell access required
for operation.

® Remote configuration works with ‘ %' to
firewalls, proxy and other topology % ce n 5

problems.




Performance & Availability Monitoring  panborarFms
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Virtual Infrastructure

vmware

Open
2 Nebula

() ux

\

= openstack

CiTRIX
XenServer

.- Microsoft
.. Hyper-V

PANDORA

NUTANIDS




Agent Remote Deployment (2) PANDORAFMS

Discovery / Host & Devices / Agentdeployment

Deploy Linux/Windows DEPLOYMENT CENTER
agents remotely from
the central console
with Discovery
Deployment Center.

Scan for targets % ‘ ‘ Addtarget ©

| Load targets &

» Filter

Show 20  w entries

Agent
Key Tergstserver Agent version e Installation
ap os Architecturs T erien Last gt
identifier P installed date
dasired
192.163.80.1 Linux 64 pandorz 152148580230 75% - o ﬂ
102.168.80.230  Linux w64 pandors 192.168.80231 759 - e T
19218880232  Linux =64 pandora 192158380231 759 - © ﬁ

Showing 1 to 3 of 3 entries

Deploy agent to targets &



Command Snapshot (2) PANDORAF IS

' Agent access rate (Last 24h)

o l I - I II I III top - 14:57:38 up 32 mmn, 1 user, load average: 0.53, 0.79, 0.99 ez ore:
. Tasks: 136 toral, 3 running, 133 sleeping, 0 ed, 0 bie

Both Windows and | %iCputs) 00w, 00sy, 6201 87,54, 62 wa, 00hL 0.05i, 00t

W' Listof modules KiB Mem - 3870664 total, 251044 free, 1419176 used, 2200444 buffcache ® 16
. KiB Swap: 3802108 total, 3799292 free, 2816 used, 2182092 ava:l Mem

LI n UX Systel l lS. Ca pt U re PIDUSER PR NI VIRT RES SHRS%CPU®MEM TIME+ COMMAND Focgns o Gt 5 %

Status: A x Freete 7551 mysql 20 0 3485756408228 9500S 6.7 10.5 4:38.71 mysqld b Filtes O | Reset O
M 15713r00t 20 0 355908 22964 9032R 6.7 0.6 1:12.48php
native output of 1757 e 20 02

9996 98912 14588S 6.7 2.6 0:09.90 java
lroot 20 0 125428 3908 2568S 0.0 0.1 0:00.82 systemd

o 192

N

Current data at 2022-01-19 14:57:39
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Other Server Features (2) PANDORAF VIS

Centralized rule-based provisioning system.

API/CLI for automation in provisioning and
later configuration.

Packaged agents for unattended
installation.

OEM Installer for all installers.

Direct and inverse proxies if your topology is
complex.
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User experience monitoring () PANDORAF VIS

Why wait till your
client complains? Qi
Q I

® Total transaction time: 2 minutes 11 seconds

response for ]after 1 retries

UX monitoring et

reproduces your - T

customers’' experience -

on web apps, giving -

you valuable insight . — a—

into what works and
what could be improved.




Record Transactions PANDORA

N /' Listof modul ® 2@ 13
Play it over the network e —
in any location. Grab & :
R Twe 8 PANDORAFMS s 4 Threshok Dsta Gres Lmcomsr &
screenshots when probe o wF = om ,
f e | d | |-V d Try the best alternative to Solarwinds and get 35% special | |ro<. NA-NA =] m 30
ails and generate alerts. - — —— o
[ ] VA-NA 26 m P
[ s Bm
Pandora FMS Enterprise Trial — S BN
vA-NA  Lesa Em
Pandora FMS is the perfect monitoring suite for demanding orga T =
that value professional support, steady updates and, above all, 4
, with out-of d sironment m eI m
y to adjust your NA-NA 3 m
fect. WA-NA 20842 m
@ Pandora FMS Enterprise: Fully functional for 30 days. pratms.. WA-NA 5779 = m
hoose: On-pi local or Cloud installation.
Free: We won't as! your credit card. i A N =Em
il - PR =Em
»
-V d PandoraFis_ UX Stats_TTR Main Time scentIn retrieve main HTML from https2/pandara VA NA 1899 o]




Measure Everything () PANDORAF VIS

Response times.
o Failed: (2 minutes ago)
Resou rCe usage, Q [ur & P_ag fon hot] after 1 retries ® Total transaction time: 2 minutes 11 seconds
Lagging response. Step
by Step. .

Phas=0: login

Completed 0K in 5 91ms.

Bhace 3 chack s ‘
Comgleted O in004ms
Phase 2 browse

Completed OK in 3.27ms

Phase 3 logaut » I

Compheted with TRRORS in 60.05ms

Stats TTRs

January 13,2022, 4:47 pm

Time spent: 131 61ms



Low-Cost Distributed Monitoring PANDORA

Make sure your customers’ experience is
excellent

Poor performance of critical user flows makes the
entire user experience a failure. Monitor overall
performance and each step separately. Get SLA
reports, real-time alerts, and even a screenshot of
the page that is faulty.

Gather the information from multiple locations,
using the customer network.

Low-cost distributed monitoring

Use our Raspberry-based |oT sensors to distribute
a network of monitoring sensors anywhere in your
network at an extremely low cost.
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Performance Monitoring (2) PANDORAF VIS

We have hundreds of enterprise épaﬁmcp!jé
plugins for the leading established

technologies, and for most of the
newly emerging ones too. Check
out pandorafms.com/library

CITRIX

¢ ORACLE

o [ o

....Boss N NGiNX Inform/x
ORACLE way to web

WebSphere - %icrosoft ==

%! Active Directory
" K Bl Microsoft
éeln'l NQEgynE Apache Tomcat vimware mm Hiper-v



Discover Effortless Monitoring (2) PANDORAF VIS

-

Wizards for centralized / A ORACLE ﬁ‘!%{a'haz.on
monitoring in mMajor Zure DATABASE U8 webservices

technologies

vmware: MysqL.

Ty O &

Google Cloud SB[ Server




APPLICATION Performance Monitoring
Generate your own graphs () PANDORAFMVIS

Pandora FMS can draw
any data in any format:
area and plot with
zooming, histogram, bars
and pie charts. Add them
to a report, send it to your
customers. Customize
with your logo, add series
and everything with real-
time data. With our long-

M node_agent: CPU Load
I node_sgent: CPU I0Wait

term database storage. Up ..o - -

to3years of dataforany  wewi T T 0 00 D 0D Do e—

piece of data you collect. "™ —————— - - .+ . .  H—
Available for reports & R R -

graphs.



Get the Data from the Source (2) PANDORAF IS

Each application has its own metrics.  .....

.....

.....

Since the % of fragmentation of a table R
of an Oracle database is not the same

as the number of concurrent users in

SAP.

Proactively monitor your business
applications and help ensure that your
critical applications meet end user
expectations.

Unify the monitoring of your
applications regardless of them being
are in physical infrastructures, Saas,
PaasS or laas.
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Get Logs (2 PANDORAF VS

From any source. Any location. Any format.
Any size. Grab Windows system events,
text logs, syslog, etc. Search on our custom
Elastic: dates, strings and source.

Search @ || ExporttoCSV > ’

10
S

6

4

> --.I W mm II-. .I.. --II .--I | 11 ] | I.-. -I-. --II .-.I M [ m = I--. .I.. -III
155154 155554 155956 2140356 150756 161256 161556 161656 162556 162756 163156 163556 16:39:56 16:4356 164756

13-91-2022 16:51:01 - mysql-recon (Syslog)

Jen 13 16:51:91 sege2 systemd: Sterted Session 551178 of user root.

13-01-2022 16:50:12 - mysql-recon (Syslog) :

Jen 13 16:50:12 sege2 systemd-logind: Removed session 551168,

13-91-2022 16:50:11 - mysql-recon (Syslog) :

13 16:50:11 38822 systems: Startec Session S51168 of user roct



Get Logs

There are very powerfultools to
collect and analyze logs,
although installing agents or
configuring the forwarding of
such logs are tedious tasks. If
you already have a Pandora
FMS agent installed in those
machines, why not also collect
logs?




LOG COLLECTION and alerting
Grab Data from LOGS () PANDORAF VS

LOG VIFWFR ) B 2 B
nnnnnnn | Exact ma Urder |m
h oo Groy |
tartdat; 202210112 2l nd datz 20221012
Use regexp to generate data — p—

modules from raw data. Forget . e o
templating, XML, modelling,
topology and other complexities.

3 Advanced options €)

Search @ || ExporttoCSV >

051219 05:18:15 052419 05:30:19 05:36:19 054219

Title Apache accesses per client and status

.
Edit capture model x I I II I
| N
050019

po:se1e G4 050619

Capture regexp ("N -"1AM (d e+

| Fields heststatus ©




Generate alerts from Expressions () panborarFmvs

ek o

Fields

Oparatons:

Modifiers:

Howos:

Avazilable items Rule definition
Block:
o e 0
Fisds:
&) ™o
Qoeratore
Madifie rs:

=
NOR

NXOR

Removerule @ Remove item @ Cleanup @ Reset (3
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Bridge Between it and Business (2) PANDORAF VIS

SERVICE 1 SERVICE 2
Prioritize tasks: Identify the critical
components of each service to
establish the priority of tasks for — (R LR
your operations team. -

Make information easy to
understand: Make it easy for your

. i I:]E
business department to — I:IE |:|E
understand the technology that
supports the service.

Communications Servers Web

and Networks



Services Monitoring

Bridge Between it and Business (2) PANDORAF VIS

Watch your services, not the
thousand pieces of data you have.

T
(‘j Panda Ehorus 0 (“J Servicio atagues pandorafms.com o (‘; Portal Ehorus 0

Unknown  Mormal  Warning  Critical

BE vwwe




Bridge Between it and Business (2) PANDORAF VIS

Perform a Root cause analysis. . 2 v # 7
Use manual or automatic o
weighting to evaluate loss of e -
service. - M
Sl
. . BB rodules Unknown
Evaluate SLA % in realtime,
with long-term historical data. Servie_001
Determine the fault path from L
bottom to top. | |
Service_002 Service_003
=
andm!vs VM Uhl-rnt!; VM CPUﬁlleagg HustlAJivE HcstlAHve TCP Connections  'CP-Connections

B 8 8 B B &
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Put Everything Together PANDORA

Unify on-premise, Saas,
laaS and PaaS in the
same dashboard.

Pandora FMS | - T
i Flemcible Miomiborime S b Q- '.—7,' o _:] s 1 (LMSCumentaton, .ﬂ

CLOUD

adWs IA D

Amazon Web Services Microsoft Azure Google Cloud Platform




Put Everything Together (2) PANDORAF VIS

Discovery / Cloud / Amazon Web Services [AWS) / Recon / Costs / General / Instances /| Other

EC2, RDS and S3 NETSCAN

Discovery task name AWS

Discovery server pandorafms d

' Tentacle options U

IR 127001
Port 41121
Extra options
Group | Please select v

Interval | 1 hour - |f



CLOUD Monitoring
AWS Performance () PANDORAF VS

EC2, RDS and S3

AWS View (AWS) @
COST ANALY SIS RESERVATION STATUS
Current cost esimation — EC2
0

B Aovz [ smmmaryaws acZinstances. Mind MaxD A0

1008
104.05 % @
1
-y o5
Previous period cost wy ‘ ol
05
2
a
Sap 00 Sy Sepl S Sy Sy S

92.01$

SepCP  Sepll Sepl3 SeplS  Sepl7 Sepls  Cepll

CURRENT DEPLOYMENTS




INVENTORY



Collect Inventory Data PANDORA

Obtain information from your
systems: with software agents
or remotely. Expand the
capabilities to include custom
information with your own.

®* Firmware version Storage and filesystems

* Applications installed in the
computer

Network adapters

) ) Processor model
e Serial numbers and licenses

* System users * RAM modules

* Services in progress. Installed routes

® Network shares ® Drinters Scheduled tasks




Inventory Alerts (2) PANDORAF VIS

Notify administrators when
someone installs forbidden
software. Something

change? Launch a warning.

Something missing? Oh,
wait. There could be a
problem. Text me!




Inventory Alerts () PANDORAF VIS

‘Weekly SLA January '2022
* Need to have all your assets _

listed?

JANUARY'2022

e Need a report for ISO 270017

Diego Host Alive 50/0 95% 100% OK
e Need a report for a

customer who asks for
data?

2days 2days = = = - 100%

7 days 7days = = = = 100%

* Reports of IP/ Subnet / ey 7t e
Supernet usage (IPAM) s

B ok W Critical Unknawn B notinitialised B Downtimes Planned Downtime
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NCM Network Configuration Management

Network Device Management (2) PANDORAF VIS

[ S T -y B
Centralized managementof 14

.....

all your network devices
configured using TELNET /
SSH (Cisco, Juniper, Sonicwall,
etc)

® Configuration backup &
restore.

* Firmware management.

e Custom script execution.
e Detect configuration changes.

e Scheduled backup.

® Bulk configuration push on
remote devices.




NCM Network Configuration Management

Network Device Management (2) PANDORAF VIS

Q NCM state
Device manufacturer () “ Cléco -
Device model () ' 7200 =
ROUTERNCM. D:s+nEmoemEasoasn
Connection method [ connect using telnet ~ ROUTER NCM W OOVICEOETALS .
Port 23 B i —— e S

@ Ot e Concasomre 1
A TTRL M, 5

z
i
§
S
i

c O ¢

P AN |

[ [P EmRC—————" | reniten 2.4

Credentials to access device cisco-access ¥ P

[ e—

| cisco-access ¥ P SPEC—

Credentials to administrate device

Corgovim s - -

NCM template to be used P = ‘ 2
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REMOTE CONTROL

with eHorus



Remote Control (2) PANDORAF VIS

Totally manage and control any
Windows Server or Workstation as
well as Linux hosts (Redhat, Debian,
etc).

e Remote desktop UI.

e Remote shell (Administrator / root).
e Process & Service control.

e On-premise or Cloud servers.

e Bi-directional file transfer.

* 100% Browser/HTML/JavaScript.

e No app needed.




Workstation Remote Control PANDORA

METACONSOLE_AGENT 0O = M@ E = a O B

elcome to Pandora FMS appliance on Cent0S

Go to http://192.168 /pandora_console to manage this server

ou can find more information at http://pandorafms.com

root@l92.168 ‘s password:
Last login: Mon Jan 24 09:47:24 2022 from gateway
[root@pandorafms ~]#




Linux Remote Ul PANDORA
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Linux Remote Ul PANDORA

Windows & Linux .

ZOEEVYTELEOOEE & © %

[root@fenix tmp]# id

id=0(root) gid=0(root) groups=0(root)

[root@fenix tmp]# ping 8.8.8.8
[PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp segq=2 ttl=58 time=4.07 ms
64 bytes from 8.8.8.8: icmp seg=3 ttl=58 time=4.06 ms
i

~-- B8.8.8.8 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 4.060/4.064/4.070/0.073 ms




REPORTING
& Dashboard



Integrated Reports (2) PANDORAF VIS

More than 40 report items: Top-N, graphs,
histograms, SLA (monthly, weekly, daily, hourly),
capacity planning, downtime and availability,
Average/Max/Min, listing, events, alerts,
configuration, specific Netflow, IP Usage (IPAM)
and many more.

® 100% editable using UL.

® Template system for PDF customization.

® Scheduling and email sent to individual users.
® Long-term data (more than 3 years*).

® HTML reports have dynamic graphs (with
zooming).

® Template system to let users make their own
simplified reports.

* Taking into acoount that there is an historical database
installed




Custom Graph Engine (2) PANDORAF VIS

Awg 1/ Connections opened / Unit conns: Min:72,0000 Mac47%,0000 Avg 272 8125
Avg: 1/ CPU Usage / Unit 3: Min: 10,0000 Maxc-41,0000 Avg 11,9375

Awg: 1/ Disk_Free £ Unit MB: Min:26,4188 Max-80,0000 Avg: 61,9261

Az 3/ Connections opened / Unit conns: Min:105 0000 Ma-401,0000 Avgz2858281
#ovg 3/ CPU Usage / Unit 3 Min: 10,0000 Mac30,0000 Avg 18,1250
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ustomized PDF Re

orts

(2 PANDORAF VIS

(1 days) From: January 18, 2022, 5:50 pm
To: January 19, 2022, 5:50 pm

metaconsale_agent

Global Time

metaconsole agent - [CPU

Load]

A Compliance

94.1041%

CPU Load 50/0 93%

Time in unknown Time in notinitislized

Time in foiled status Time in OK status
status status

1 hours 24 minutes 54
1days

seconds

Downtime

metaconsole_agent -- [CPU Load] 290 17

metaconsole_agent
CPU Load

B ok

19:50 21:50 2350 01:50 03:50 05:50 0750 09:50 11:50 13:50 15:50

B cCritical Urkmown B notinitialised B Dovntimes

17:50

Scheduled Downtime



Real time GIS Mapping View () PANDORAF VIS

Monitored GIS data is shown in realtime.

Manthiy SLA January'2022

Module

metaconscle_sgent CPULasd a0 5% 99.362% OK

m oo m oo o o [

Summary of SLA Fallures

Day sLaCompliance Severity
1 ax% @ niarsLalimits
2 o @114 o SLA limits
E] o% @11 ot SLAimits
4 % @ 11y a1 5L imits
3 o% @ 1140 LA limits
5 % @inarsial
7 % @iy arsLa limits
a o @11 of SLA imite
E % @i arsLalimits
10 o% @ 1140 LA limits
11 % @inarsial
13 sE8I7LR @ 1 ar sLAlimits
14 SE41% @ 1n o sLAimits
18 $9.5316% @ umiorsLalinits

19 97.4728% @1 afSLA imits



Visual Consoles PANDORA

® Custom screens created with the Ul
® | inked screens to render service views

® Perfect to share data with everyone in a
public screen or an open URL

® Rotation scheduling to show different
screens automatically

e Data are refreshed in real time
® Clickable screens

e Can contain icons, numeric data, graphs,
histograms, heat map, gauges, clocks and
static graphs

® Dashboard adapts to any screen size to
adjust in fullscreen




Custom Screens (Visual Consoles) PANDORA
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Custom Screens (Visual Consoles) PANDORA

Connected agents

948 , 1,952

Server CPU Load




Custom Screens (Visual Consoles) PANDORA

eHorus
Infrastructure

AMSOL




REPORTING & Dashboard
Heat Map (2) PANDORAF IS




Dashboard Screens (2) PANDORAF VIS

®* Dashboards are created with the Ul

® Fach user can have his own
dashboard(s)

e Clickable items, browsable

* Public screens to expose information
open to the public

e Data are refreshed in realtime.




Custom Dashboard
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Custom Dashboard PANDORA
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/* ITSM

Help Desk & Support system
© with Integria IMS



Integrated ITSM () PANDORAF VS

®* Create tickets as alert action

* |Integrate tickets in the event workflow
(on close/open)

Integrated in the operation dashboard

Custom ticket types with custom fields

Custom workflows and actions

Powerful SLA definition for each group
of tickets

External user (email) workflows

Integrated reporting




ITSM Help Desk & Support system with Integria IMS
ntegrated ITSM () PANDORAFMVIS

INTEGRIA IMS TICKETS

v Filter
Text filter Status Al v Group All *|
Owner john_wick & C Creator ® Priority Al -|
Resolution Al | Date Created from Createdto

Group/Compsny Status/Resolusion —

v Upaatec/Startee Creswor o Owmer §

o

-
S Priceity

213 DS down Engnesrng Closed / Foed 2021-02-16 14:04:53/ 2021-02-16 140416 admin john_vack VAl |

s Upgrade PandoraFMS agent Engineering Closed/ Fixed 2021-02-17 11:40:53/ 2021-01-21 20:25:12 admin john_wick & i

#2 Password recovery Engineering Closed / Foed “ 2021-01-2121:05:03/2021-01-21 21:04:18 admin John_vack ’ '

2 Vulnecability Engineering Closed / Fixed 2021-01-2119:47:44/2021-01-21 19:24:19 admin joha, wick. , '
Total tems: 4

| Create )’



IT AUTOMATION

With OmniShell

b



Shell Automation 2 PANDORAF VIS

e Propagate command execution
among your agents

* Verify SO & Version before
propagating commands

e Do prechecks to evaluate if command
could be executed

e Do post-checks to evaluate execution
result

e Do the operation on hundreds of
systems at once

e Use file collection to propagate
external commands or tools

Automate any command execution




Shell Automation

Omnishel! 3

COMMAND DEFINITION

PANDORAFVIS

Name

Group

Time out

Retries

Preconditions

Execute commands

Postconditions [

Al

[ “rom-ga | grep-ihitpd | we + = 0] && yuminstall -y httod

systemct] restart httpd
systemet] enable httpdsenyice

{ “netstat -lptn | grep hitpd | &rep LISTEN | we - -5t 0]

‘Next)

Goback x ‘



() PANDORAF VIS

ITAUTOMATION with OmniShell

Shell Automation

Detailed view: Install HTTP

ii






Certified by SAP () PANDORAFMVIS

Developed by experts with more
than a decade of experience in A
BASIS and XI / Pl. o s SAP Certified

L M,
hevely corifams (Fal Me (e S4MWaTe 07 e product
‘Pandora FM$ plugin 3.1
of the compery BESET TECHNOLOGTCAL SOLUTIONS
h:ymixhxh;hﬂl} win External Abert sid MoRitorag 6.10 va e SAY
The SAP agent can monitor HANA, e e o e B

documeted 1 e BC-XAL .10 Test Report wih the number
11141608 and expires on January 27, 2013,

SAP R/3, S/4, CRM, SRM, BI, XI / PI, et
WAS Netweaver environments, W -
regardless of the database engine. ity ey

m«rmn 210

B et
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Certified by SAP () PANDORAF VS

Workprocess (SM50): DIA, BGD, UPD,
UP2, SPO, ENQ.

Lockup entries (SM12)

Faulty batch inputs (SM37)

Pending update processes (SM13)

Dumps (ST22)

Canceled Jobs (SM37)

Database Tablespace size (DB02)

Faulty Idocs (WEOS5)

Transactional gRFC and RFC queues
Users logged in the system (ALO8) (SMQT, SM58)

Access audit (multiple) * Custom SAP queries.



Non-Intrusive Setup

It is not necessary to install anything in the SAP server,
just use a remote SAP system user.

SAPR/3 [ Windows Server = R
SAP S/4 I | L = (Pandora FMS l—,ﬁ " |
Server \ -\ agent for SAP) =

RFC Connection

\/ 4
N
N

(©) PANDORAF VIS

Pandora FMS
Enterprise
Server

Tentacle Protocol



SAP HANA DB Monitoring () PANDORAFMS

The SAP certified agent supports available space and HANA DB occupied space monitoring, for early
alerting about memory space devoted to storage and its performance downgrading. We also have a
specific HANA DB plugin that is used to obtain information about the server on which it is installed.

In addition to the common system metrics, DB and storage, some of the SAP Hana KPIs we monitor are
the following:

SAP Hana read/write bandwidth usage e SAP Hana connection status

e SAP Hana CPU time ®* SAP Hana connections active
e SAP Hana services health * SAP Hana Row Store allocated size and
free ratio

SAP Hana transactions blocked

. * SAP Hana license validity and usage
* HDB Daemon (Compileserver,

Scriptserver-D11, Web Dispatcher, * SAP Hana Storage usage (Row store,
XSEngine-DB, etc)) data file, data disk)



SERVICE AND BUSINESS
_ TRANSACTIONS |



SERVICE AND BUSINESS TRANSACTIONS
Business oriented monito

CUSTOMER EXPERIENCE

HIGH LEVEL
BUSINESS
VIEW

COMPANY INFRASTRUCTURE —‘

sMs W ‘ ,
ASSETS TELEGRAM \|
EXTERNAL INFRASTRUCTURE Q J‘]}
LOW LEVEL
TECHNICAL
DETAIL

BUSINESS PROCESSES




Business-oriented PROCESS MAPS ) panpborAaFms

[P

Did the data sent from a special
customer, supplier or branch arrive

at its destination on time? - M@_)\

Did all the data arrive in the _
expected format? Which part of the 9
process is taking longer than usual?
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HIGH SCALABILITY &
CENTRALIZATION



Flexible Growth

Metaconsole: Instead of having
a big server, split the load on
different setups and co-manage
all of them, using a pure
federated architecture. Scale at
your own pace. Unlimited
growth.

(©) PANDORAF VIS

PandoraFMS
Server

S
Z

PandoraFMS
Server

METACONSOLE ‘

PandoraFMS
Server

PandoraFMS
Server




One console to manage them all PANDORA

0 Centralised management Command Center

* Command Center (Metaconsole)
is used to rule all consoles under O Setup
its command.
83 Extensions

User management

Agent management
® Distribute users, configurations,
. . . Module management
and policies from a single point.

Alert management

* Centralized auto-provisioning.
Component management
* Central API for integrations.
Policy management

Category management

Server management

O
-
L
==
e
O
3
(3
.



HIGH SCALABILITY & CENTRALIZATION
One console to manage them all (2) PANDORAF S

Satellite Servers: Monitor up to
50,000 remote devices with a . — Cloud
Client Network

single Pandora FMS Server. Split
the load using the isolated @
Client private

Pandora FMS satellites.
’ ’v @ ” networks

’ -— Remote site

Satellite is a tool used when Pandora FMS has
no visibility of the networks to be monitored.



One console to manage them all (2) PANDORAF S

HA in all servers and components: database,
servers, console and agents.

VIEW NODES
Mode Agent DE DB Cluster Seconds L Bending
1P Sync 55H DB Role Status  behind Wirtual IP DA version Mode Admin
label  status Repl. Status Role master version action
757 -
db1 db1 - @ ® @ ©® Master Master Online  192.158.80.118 - Rgo  EPadled - & ?B. Q

db2 db2 - ® ® ® ©® Master Slave Online - 3:49 Enabled - ’ ’ a;, Q

Refresh (0 | Register node ™.



/ MONITORING
FOR MSP'S



On-Premise for SaaS Offering PANDORA

e Pandora FMS is an on-premise software
(Subscription or Perpetual licencing) perfect for
offering Saas or tailored monitoring service solutions.

e |icence scales smoothly without any limitation. We
grow with you from 100 agents.

e Totally Ul customization (even OEM licencing).
* 100% multitenant.
* Multilanguage.

e Satellite allow to deploy remote servers with extra
light requirements to monitor and discover devices
in custom sites.







loT PROJECTS
Android Agents () PANDORAFMS

o

PANDROID

Our android agent can be adapted to run
on embedded devices like on-board
entertainment, industrial controllers,
smart multimedia systems and others.




Android Agents () PANDORAF VS

Raspberry is a perfect platform to embed
external sensors and add any data from
the real world to monitoring / 10T projects
from a small fraction of the cost of other

solutions.







OEM Packaging PANDORA

®* Custom installers (Agents, servers and
console).

® Customized windows installers.

®* Customized info texts (product,
version, vendor).

®* Customized Ul (themes).




THANK YOU

https://pandorafms.com

+34-91559-7222

info@artica.es

LEGAL NOTICE

© 2022 Pandora FMS LLC. All rights reserved. This document may not be
reproduced by any means nor modified, decompiled, disassembled,
published or distributed, in whole or in part, or translated to any electronic
medium or other means without the prior written consent of Pandora FMS.
All right, title, and interest in and to the software, services,and
documentation are and shall remain the exclusive property of Pandora FMS,
its affiliates, and/or its respective licensors. PANDORA FMS DISCLAIMS ALL
WARRANTIES, CONDITIONS, OR OTHER TERMS, EXPRESS OR IMPLIED,
STATUTORY OR OTHERWISE, ON THE DOCUMENTATION, INCLUDING
WITHOUT LIMITATION NON INFRINGEMENT, ACCURACY, COMPLETENESS,
OR USEFULNESS OF ANY INFORMATION CONTAINED HEREIN. IN NO EVENT
SHALL PANDORA FMS, ITS SUPPLIERS, NOR ITS LICENSORS BE LIABLE FOR
ANY DAMAGES, WHETHER ARISING IN TORT, CONTRACT OR ANY OTHER
LEGAL THEORY, EVEN IF PANDORA FMS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. The Pandora FMS trademarks are the
exclusive property of Pandora FMS LLC or its affiliates, are registered with the
U.S. Patent and Trademark Office, and may be registered or pending
registration in other countries. All other Pandora FMS trademarks, service
marks, and logos may be common law marks or are registered or pending
registration. All other trademarks mentioned herein are used for
identification purposes only and are trademarks of (and may be registered
trademarks) of their respective companies.
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